
END-USER SECURITY SOLUTIONS 
“Keeping your network safe from Phishing schemes and Malware” 

 

WHAT IS PHISHING? 

Phishing is defined as “the fraudulent practice of sending 

emails purporting to be from reputable companies in 

order to induce individuals to reveal personal 

information, or to install malicious software a.k.a. 

Malware.” Phishing emails are also being used to attack 

systems for the purposes of encrypting their data and 

obtaining a ransom for the recovery of that data. 

PHISHING/MALWARE COUNTERMEASURES 

Like all network security schemes, successfully 

defending your network against phishing / malware 

attacks requires a multi-faceted approach. This approach 

breaks down into three areas: 

1. Protection at the firewall level 

2. Protection at the user device level 

3. User training and testing 

FIREWALL LEVEL PROTECTION 

Fortinet brand firewalls with the “Enterprise 

subscription” option offer a feature that is called 

“sandboxing” which examines incoming files from both 

emails and from web surfing /downloading.  When the 

firewall sees a file that it doesn’t recognize, or that it 

suspects may contain malware, a virtual 

machine/computer (sandbox vm) is established on 

Fortinet’s cloud servers. The suspect file is then opened, 

and examined for malicious behavior. If the file is found 

to be dangerous, it is removed from the network at the 

firewall. This approach kills phishing and malware 

attacks before they hit your network. 

USER DEVICE PROTECTION 

Because users may sometimes bring in malware via USB 

key or other method that does not go through the 

firewall, it is useful to have malware / phishing 

protection at the user device level. Sophos offers a very 

powerful anti-malware suite of products for PCs, 

laptops, and cellphones. This includes Intercept-X which 

includes their CryptoGuard program, which helps 

prevent the malicious spontaneous encryption of data by 

ransomware. If ransomware is discovered, CryptoGuard 

reverts your files back to their original state.   

 

 

USER VULNERABILITY TESTING 

We offer User Vulnerability Testing so that 

organizations can find out who needs additional training 

at the user level to prevent attacks. With this service we 

send out false “phishing” emails to each of your users 

and then report on who clicked the link, and or opened 

the attached file. These emails are carefully constructed 

to look just like an internal email from management or a 

similar “harmless looking” email from a customer or 

supplier. This service is available as a subscription 

service with quarterly tests at $8 per user per quarter, or 

on a onetime basis for $14 per user. 
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